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QUESTION 81

You have an Exchange Server 2013 organization that contains a database available group (DAG) named DAG1. DAG1 contains three Mailbox servers named Server1, Server2, and Server3. DAG1 contains a mailbox database copy named DB1. You implement a lagged copy of DB1 on Server3. The copy lag time is seven days. You need to ensure that copies of successfully processed email messages are stored on Server1 and Server2 for seven days. What should you modify?

A.    The Shadow Redundancy settings

B.    The Safety Net settings

C.    The settings of DAG1

D.    The settings of DB1



Answer: B

Explanation:

Microsoft Exchange 2013 Safety Net is a new feature in Exchange Server 2013 that prevents data loss by maintaining a queue of successfully delivered messages. The Exchange 2013 Safety Net is essentially a delivery queue that exists on each Exchange 2013 mailbox server. Each time a message is delivered to a database, a copy of that message is held within the Safety Net. The message copy remains in the Safety Net until its expiration date, which is determined by the administrator.

QUESTION 82

You have an Exchange Server 2013 organization. All users are issued certificates from an internal certification authority (CA). Users who have a laptop can access their mailbox from the Internet by using Outlook Anywhere. When the users attempt to view or to create digitally signed email messages while they are connected to the Internet, the users receive a warning message. When the users use their laptop on the internal network, the users do not receive a warning message. You need to ensure that the users can send and receive digitally signed email messages without receiving a warning message. What should you do?

A.    Publish the root certificate of the CA to a server that is accessible from the Internet.

B.    Publish the certificate revocation list (CRL) to a server that is accessible from the Internet.

C.    Install a trusted root CA certificate on all Client Access servers.

D.    Install a trusted root CA certificate on all of the laptops.

Answer: B

Explanation:

It works inside the network. Therefore the CA is trusted. Without access to the CRL, you’ll get an error saying A revocation check could not be performed for the certificate.

http://technet.microsoft.com/nl-nl/magazine/2008.06.smime%28en-us%29.aspx

QUESTION 83

You have an Exchange Server 2013 organization. You successfully migrate the public folders from a previous version of Exchange Server. You discover that one of the public folder mailboxes almost reached its quota size. You need to move some of the public folders in the public folder mailbox to another public folder mailbox. What should you run?

A.    Set-PublicFolderMailbox

B.    Merge PublicFolderMailbox.ps1

C.    Split PublicFolderMailbox.ps1

D.    New-PublicFolderMigrationRequest

Answer: C

Explanation:

You can either perform a publicfoldermoverequest, or run the splitpublicfoldermailbox.ps1 script.

* Split-PublicFolderMailbox.ps1. Splits the given public folder mailbox based on the size of the folders.

* If the content of a public folder mailbox begins to exceed your mailbox quotas, you may need to move public folders to a different public folder mailbox. There are a couple ways to do this. To move one or more public folders that don’t contain subfolders, you can use the PublicFolderMoveRequest cmdlets.

Reference:

Move a Public Folder to a Different Public Folder Mailbox.

QUESTION 84

Hotspot Question

Your network contains two Active Directory sites named Site1 and Site2. You have an Exchange Server 2013 organization that contains six servers. The servers are configured as shown in the following table.



All of the mailbox databases replicate to all of the servers. Users in Site1 connect to sitel-mail.contoso.com to access their mailbox. Users in 5ite2 connect to site2-mail.contoso.com to access their mailbox. All of the users use Microsoft Outlook 2013. You need to identify which DNS modification must be made to fail over the email services from Site1 to Site2. Which DNS modification should you identify? (To answer, select the appropriate record to modify and the new data for the record in the answer area.)



Answer:



QUESTION 85

Drag and Drop Question

You have an Exchange Server 2013 organization and a Microsoft Lync Server 2013 infrastructure. You plan to implement voice mail for all users. You need to prepare the environment for the planned implementation. Which tool should you run in each environment? (To answer, drag the appropriate tool to the correct environment or environments. Each tool may be used once, more than once, or not at all. You may need to drag the split bar between panes or scroll to view content.)



Answer:



QUESTION 86

Hotspot Question

You have an Exchange Server 2013 organization that has mailbox audit logging enabled for all users. You deploy two third-party applications named App1 and App2. Both applications access a mailbox named Mailbox1. App1 uses a mail-enabled user account named App1_user. App2 uses a mailbox-enabled user account named App2_user. You need to prevent the audit logs from containing entries that relate to App2. Which command should you run? (To answer, select the appropriate options in the answer area.)



Answer:



Explanation:

http://technet.microsoft.com/en-us/library/ff461934%28v=exchg.150%29.aspx

http://technet.microsoft.com/en-us/library/c925a5ef-ed07-4c31-b074-7ac04aa709f6%28v=exchg.150%29#Examples

QUESTION 87

You have an Exchange Server 2013 organization that has Unified Messaging (UM) enabled for all mailboxes. The organization is configured to use an IP gateway to connect to a legacy PBX. An administrator recently performed some configuration changes. After the changes, users report that their voice mail is no longer being delivered to their Exchange Server mailbox. The users do not report any other problem. You need to identify which configuration change causes the issue. Which cmdlet should you run?

A.    Test-UMConnectivity

B.    Test-CsExUMConnectivity

C.    Test-ExchangeUMCallFlow

D.    Test-CsExUMVoiceMail

Answer: A

Explanation:

Use the Test-UMConnectivity cmdlet to test the operation of a Mailbox server computer running the Microsoft Exchange Unified Messaging service. Two diagnostic tests are designed to test the operation of the Microsoft Exchange Server 2013 Mailbox server software (mode 1) and the operation of the whole system that includes the connected telephony components (mode 2). The Test-UMConnectivity cmdlet can be used to test the operation of a Mailbox server and related connected telephony equipment. When you run this cmdlet and include the UMIPGateway parameter, the Mailbox server tests the full end-to-end operation of the Unified Messaging system. This test includes the telephony components connected to the Mailbox server, such as IP gateways, Private Branch eXchanges (PBXs), and cabling. If the UMIPGateway parameter isn’t specified, the Mailbox server tests only the operation of the Unified Messaging components that are installed and configured on the server.

Incorrect:

Not B: Test-CsExUMConnectivity. Verifies that a test user can connect to Exchange Unified Messaging. This cmdlet was introduced in Lync Server 2013.

Not C: Test-ExchangeUMCallFlow. Use the Test-ExchangeUMCallFlow cmdlet to test call flow between Client Access servers running the Microsoft Exchange Unified Messaging Call Router service, Mailbox servers running the Microsoft Exchange Unified Messaging service, VoIP gateways, IP PBXs, Session Initiation Protocol (SIP) servers and Microsoft Lync Server.

QUESTION 88

You have an Exchange Server organization. The organization contains servers that have either Exchange Server 2010 or Exchange Server 2013 installed. You hire a new helpdesk technician named helpdesk1. Helpdesk1 is a member of the Recipient Management management role group. You discover that helpdesk1 created nine new mailbox-enabled users by using the New-Mailbox command. You need to identify which management role provides helpdesk1 with the permissions to create new mailbox-enabled users. Which cmdlets should you run?

A.    Get-ManagementRoleEntry and Get-ManagementRoleAssignment

B.    Get-RolegroupMember and Get-ManagementRoleAssignment

C.    Get-ManagementRoleEntry and Get-RoleGroup

D.    Get-Rolegroup and Get-RoleGroupMember

Answer: A

Explanation:

* Use the Get-ManagementRoleEntry cmdlet to retrieve management role entries that have been configured on management roles.

* Use the Get-ManagementRoleAssignment cmdlet to retrieve management role assignments.

http://technet.microsoft.com/en-us/library/dd335210%28v=exchg.150%29.aspx

http://technet.microsoft.com/en-us/library/dd351024%28v=exchg.150%29.aspx

QUESTION 89

Drag and Drop Question

You company has offices in the United States and Germany. Each office contains several servers that have Exchange Server 2013 installed. The Exchange Server organization is configured for Unified Messaging (UM). Each office contains an IP-PBX device. You need to ensure that callers to the German office can navigate the voice mail system menu in German. In which sequence should you perform the actions? (To answer, move all of the actions from the list of actions to the answer area and arrange them in the correct order.)



Answer:



Case Study 5: Fabrikam, Inc. (QUESTION 90 ~ QUESTION 98)

Overview General

Overview

Fabrikam, Inc., is a plastics manufacturer. Fabrikam has an Exchange Server organization that contains only servers that have Exchange Server 2013 installed.

Physical Locations

Fabrikam has two main offices. The main offices are located in Tampa and Charlotte. The company has 8,000 users in each office.

Existing Environment

Active Directory Environment

Fabrikam has an Active Directory forest that contains one domain named fabrikam.com. Each office is configured as an Active Directory site. The network contains four subnets. The subnets are configured as shown in the following table.



All of the traffic from Subnet1 is routable to Subnet3. All of the traffic from Subnet2 is routable to Subnet4. All client computers are on Subnet1 and Subnet3 only. Subnet 192.168.1.0/24 and subnet 192.168.10.0/24 are assigned as the MAPI network. The network contains four domain controllers. The domain controllers are configured as shown in the following table.



Network Infrastructure

The network contains the following components:

– Two 10-gigabits per second WAN links that connect the Tampa office and the Charlotte office. The links have a latency of less than 15 ms.

– One IP-PBX that is located in the Tampa office. The IP-PBX can use only unencrypted communications.

– An Internet connection in the Tampa office and an Internet connection the Charlotte office.

Exchange Environment

The network contains six servers that have Exchange Server 2013 installed. The servers are configured as shown in the following table.



The Exchange Server environment has the following configurations:

– Two data loss prevention (DLP) policies named DLP_Finance and DLP_PII. DLP_Finance is based on a template named Financial Data – U.S. DLP_PII is based on a template named PII (U.S.).

– A mailbox database named UM that hosts only Unified Messaging (UM)-enabled mailboxes and is replicated between the Mailbox servers in the Tampa office only. -A database availability group (DAG) named DAG1 that contains EX2, EX3, EX5, and EX6. DAG1 is configured to use DHCP to obtain an IP address.

– A Send connector named Tampa SMTP that uses SMTP1 as a smart host. The cost of the Tampa SMTP connector is 10.

– Mailbox servers in the Tampa office that provide outbound SMTP services to the Internet.

– A UM dial plan named UMl.

– An SMTP relay device named SMTP2 in the Charlotte office.

– An SMTP relay device named SMTP1 in the Tampa office.

– No client access services are published to the Internet.

Requirements

Exchange Server Issues

The current Exchange Server environment has the following issues:

– Due to power failures, the Exchange servers unexpectedly fail, causing databases to fail over. During the database failovers, the preferred database is not activated, causing an unexpected distribution of active databases.

– An IRM template named No Print or Screenshot is deployed, but the template fails to prevent users from taking screenshots of email messages.

Technical Requirements

You identify the following technical requirements:

– Assign a static IP address to DAG1.

– Block all personally identifiable information (PII) data and financial data without exception.

– Prevent the forwarding of email messages sent by users who have a value of Legal in their Department field.

– Ensure that the members of a group named HR1 can search all of the mailboxes for sensitive email content.

– Use Information Rights Management (IRM) to protect all of the voice mails left for the telephone number of the human resource (HR) department.

– Implement an archiving policy that moves all of the email messages from the mailbox folders to an Archive mailbox after 30 days and permanently deletes all of the email messages after 365 days.

QUESTION 90

Hotspot Question

You need to configure transport rules to meet the technical requirements for the PII data and the financial data. How should you configure the rules? To answer, disable the appropriate rule or rules in the answer area.



Answer:



Explanation:

I don’t see how disabling all but the two “allow override” rules is the answer.

QUESTION 91

The Internet link in the Tampa office will be unavailable during the weekend. You need to ensure that all outbound email messages are sent from the Charlotte office during the planned outage. What should you do?

A.    Modify the cost of the Tampa SMTP Send connector.

B.    Create a new mail exchanger (MX) record named SMTP2.fabrikam.com in the internal DNS zone.

C.    Modify the smart host of the Tampa SMTP Send connector.

D.    Modify the preference value of the fabrikam.com mail exchanger (MX) records.

Answer: C

Explanation:

Sometimes you need to route all your outbound emails trough a SMTP smart host and not route them directly to the internet.

From scenario:

* A Send connector named Tampa SMTP that uses SMTP1 as a smart host. The cost of the Tampa SMTP connector is 10.

* Mailbox servers in the Tampa office that provide outbound SMTP services to the Internet.

* An SMTP relay device named SMTP1 in the Tampa office.

QUESTION 92

Hotspot Question

You need to resolve the IRM template issue. Which user right should you modify? To answer, select the appropriate user right in the answer area.



Answer:



Explanation:

I believe previous answer of Export is wrong. It appears this should be Extract. IRM in Outlook Web App can’t prevent users from taking screen captures by using Print Screen functionality in the way Outlook and other Office applications do. This impacts the EXTRACT right, which prevents message content from being copied, if specified in the AD RMS rights policy template.

http://technet.microsoft.com/en-us/library/dd876891(v=exchg.150).aspx

http://technet.microsoft.com/en-us/library/cc179103.aspx

QUESTION 93

You need to recommend a solution for the HR voice mail. The solution must meet the security requirements. What should you recommend?

A.    Create a UM mailbox policy and associate the policy to UM1.

Configure the voice mail protection settings of the UM mailbox policy.

Create an auto attendant and link the auto attendant to UM1.

B.    Create a UM mailbox policy and associate the policy to a new dial plan.

Configure the voice mail protection settings of the UM mailbox policy.

Create an auto attendant and link the auto attendant to the new dial plan.

C.    Create a UM mailbox policy and associate the policy to a new dial plan.

Configure the voice mail protection settings of the UM mailbox policy.

Assign the UM mailbox policy to the mailbox of the HR department.

D.    Create a UM mailbox policy and associate the policy to UM1.

Configure the voice mail protection settings of the UM mailbox policy.

Assign the UM1 mailbox policy to the mailbox of the HR department.

Answer: D

Explanation:

http://technet.microsoft.com/en-us/library/dd351041%28v=exchg.150%29.aspx

* Scenario:

– Use Information Rights Management (IRM) to protect all the voice mails left for the telephone number of the human resource (HR) department.

– There is a UM dial plan named UM1.

* The Protected Voice Mail feature is available with Exchange 2010 and later versions of Unified Messaging (UM). It can be configured on a UM mailbox policy.

* By default, a single UM mailbox policy is created every time you create a UM dial plan. The new UM mailbox policy is automatically associated with the UM dial plan, and part of the dial plan name is included in the display name of the UM mailbox policy. You can edit this default UM mailbox policy. You can create additional UM mailbox policies to apply a common set of settings for groups of users.

QUESTION 94

You need to recommend an Outlook protection rule solution to meet the technical requirements. What should you recommend?

A.    Create an Outlook protection rule and filter the rule based on the FromDepartment property.

Apply the Do Not Forward protection template to the rule and enable the UserCanOverride setting.

B.    Create an Outlook protection rule and filter the rule based on the FromDepartment property.

Apply the Do Not Forward protection template to the rule and disable the UserCanOverride setting.

C.    Create an Outlook protection rule and filter the rule based on the SentTo property.

Apply the Do Not Forward protection template to the rule and disable the UserCanOverride setting.

D.    Create an Outlook protection rule and filter the rule based on the SentTo property.

Apply the Do Not Forward protection template to the rule and enable the UserCanOverride setting.

Answer: B

Explanation:

* Scenario:

Prevent the forwarding of email messages sent by users who have a value of Legal in their Department field.

* Use FromDepartment property and do not allow the user to override.



http://technet.microsoft.com/en-us/library/dd638178%28v=exchg.150%29.aspx

QUESTION 95

Hotspot Question

You plan to create two retention tags named Tag1 and Tag2. Tag1 will be used to move email messages to the Archive mailbox. Tag2 will be used to delete the email messages. You need to identify which settings must be configured in the retention tags to meet the technical requirements. How should you configure each retention tag? To answer, configure the appropriate options for each retention tag setting in the answer area.



Answer:



QUESTION 96

Hotspot Question

You need to ensure that the HR1 group can perform the tasks required to meet the technical requirements. To which group should you add HR1? To answer, select the appropriate group in the answer area.



Answer:



Explanation:

http://technet.microsoft.com/en-us/library/dd351080%28v=exchg.150%29.aspx

QUESTION 97

You are evaluating the implementation of the planned static IP addresses for DAG1. You need to identify the appropriate IP addresses for DAG1. Which two IP addresses should you identify? (Each correct answer presents part of the solution. Choose two.)

A.    169.254.0.10

B.    192.168.1.10

C.    192.168.2.10

D.    192.168.10.10

E.    192.168.20.10

F.    224.0.0.10

Answer: BD

Explanation:

* Scenario:

– Assign a static IP address to DAG1.

– A database availability group (DAG) named DAG1 that contains EX2, EX3, EX5, and EX6. DAG1 is configured to use DHCP to obtain an IP address.

– Subnet 192.168.1.0/24 and subnet 192.168.10.0/24 are assigned as the MAPI network.

* A DAG network is a collection of one or more subnets used for either replication traffic or MAPI traffic. Each DAG contains a maximum of one MAPI network and zero or more replication networks. 192.168.1.10 and 192.168.10.10 for MAPI connection subnet. 192.168.2.10 and 192.168.20.10 routeable too and suitable for replication traffic. The question however doesn’t state that you need a seperate replication network.

Therefore, B & D.

http://technet.microsoft.com/en-us/library/dd638104%28v=exchg.150%29.aspx

QUESTION 98

Drag and Drop Question

The security department implements a new firewall between the IP-PBX system and the servers in the Tampa office. You discover that SIP sessions cannot be established between the IP-PBX and EX1. You need to identify which ports must be opened between the IP-PBX and the Exchange Server 2013 servers. Which ports should you identify? To answer, drag the appropriate port or ports to the correct group of servers in the answer area. Each port or ports may be used once, more than once, or not at all. Additionally, you may need to drag the split bar between panes or scroll to view content.



Answer:



Explanation:

You can configure the TCP port that’s used to listen for Session Initiation Protocol (SIP) requests on a Unified Messaging (UM) IP gateway. By default, when you create a UM IP gateway, the TCP SIP listening port number is set to 5060. The Microsoft Exchange Unified Messaging service and the UM worker process use multiple Transmission Control Protocol (TCP) and User Datagram Protocol (UDP) service ports to communicate with IP gateways. The Microsoft Exchange Unified Messaging service and the UM worker process use Session Initiation Protocol (SIP) over TCP. By default, the Microsoft Exchange Unified Messaging service listens on both TCP port 5060 in Unsecured mode  and TCP port 5061 when mutual Transport Layer Security (mutual TLS) is used. Each UM worker process that’s created listens on port 5065 and 5067 (unsecured) and 5066 and 5068 (secured). But when an IP gateway or IP PBX sends Real-time Transport Protocol (RTP) traffic to the Speech Engine service worker process, the IP gateway or IP PBX will use a valid UDP port that ranges from 1024 through 65535.

http://technet.microsoft.com/en-us/library/jj150516(v=exchg.150).aspx#ports



QUESTION 99

You have a hybrid deployment of Exchange Server 2013 and Microsoft Office 365. The Exchange Server organization has a mailbox size limit of 2GB. You need to provide engineers with the ability to retain certain email messages indefinitely. The solution must meet the following requirements:

– Ensure that the engineers can access the retained email messages by using Outlook Web App.

– Ensure that the retained email messages do not apply to the mailbox size limit of the engineers.

– Minimize the storage requirements of the on-premises servers.

Which two actions should you perform? (Each correct answer presents part of the solution. Choose two.)

A.    From Office 365, create Archive mailboxes.

B.    Instruct the engineers to create a personal folder.

C.    Create a retention policy.

D.    From the on-premises Exchange Server 2013 organization, create Archive mailboxes.

E.    Create a data loss prevention (DLP) policy.

Answer: AC

Explanation:

A: From Office 365, create Archive Mailboxes — “Minimize the Storage Requirements of the On-Premises Servers”.

C: Create a Retention Policy.



If you select option D, then you are not meeting the requirements: Minimize the Storage Requirements of the On-Premises Servers. In Exchange Server an archive mailbox is a second mailbox provisioned for a user that is separate to their primary user mailbox.

QUESTION 100

You have a database availability group (DAG). The DAG is configured as shown in the following table.



You need to prevent a split-brain condition if a restore operation of the DAG occurs. What should you do?

A.    Deploy an alternate witness server to each site.

B.    Modify the Datacenter Activation Coordination (DAC) mode.

C.    Set the quorum model of the cluster to Node and Disk Majority.

D.    Deploy another Mailbox server to Site2.

Answer: B

Explanation:

Datacenter Activation Coordination (DAC) mode is a property setting for a database availability group (DAG). DAC mode is disabled by default and should be enabled for all DAGs with two or more members that use continuous replication. If a catastrophic failure occurs that affects the DAG (for example, a complete failure of one of the datacenters), DAC mode is used to control the startup database mount behavior of a DAG. When DAC mode isn’t enabled and a failure occurs that affects multiple servers in the DAG, and then when a majority of the DAG members are restored after the failure, the DAG will restart and attempt to mount databases. In a multi-datacenter configuration, this behavior could cause split brain syndrome, a condition that occurs when all networks fail, and DAG members can’t receive heartbeat signals from each other. Split brain syndrome can also occur when network connectivity is severed between datacenters. Split brain syndrome is prevented by always requiring a majority of the DAG members (and in the case of DAGs with an even number of members, the DAG’s witness server) to be available and interacting for the DAG to be operational. When a majority of the members are communicating, the DAG is said to have quorum.
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